Advice and tips for staying safe online
 

Whenever you are in school or at home, we always want to make sure that you are safe. It's always a good idea to make sure a parent, teacher or guardian knows when you're on the internet. That way, if you see or are sent anything that makes you feel uncomfortable or upset while you're online, you can tell them.

 

What information shouldn't I put online?
Don't give out any personal information online as people may use it to contact you when you don't want them to.

Unless you have an adult's permission, never give out:

· Your real name or your friends' names

· Your home, school or email address

· Your home or mobile phone numbers

· A photo of yourself

 

Can I meet people I meet online in person?
Don't arrange to meet anyone you've met online, no matter how well you think you know them, without your parent or carer's permission.

Meeting someone you've only been in touch with online can be dangerous as they may have been lying about who they are.

Even if you get permission, make sure you have an adult with you when you meet for the first time.

 

What if I'm asked to register on a website?
If a website asks you to register online and you have to fill out an email form, always ask for an adult's opinion. If you do register, never use your real name as your online screen name or nickname. Very often the website is just trying to sell you something.

 

There are lots of websites where you can get help and advice, our school website, CBBC, think you know and elsewhere.
 

Do passwords keep you safe?
Only if you keep them completely secret - don't even tell your best friend.

And try not to use names of your family or pets, because people can guess them quite easily. Use a mix of letters and numbers instead.

 

Is email safe?
Sending and receiving emails between family and friends is usually OK.

But don't open emails, downloads or attachments from people you don't know or trust as they could contain a computer virus or unwanted messages.

 

What should I do if I get a nasty message or email?
If you get an email with rude or unpleasant things in it, tell a responsible adult straight away and DON'T REPLY to it! Remember that it's not your fault someone has sent it to you.

 

What is private chat?
This is using part of a chatroom where other people can't see what you're saying. Never agree to a private chat with someone unless you already know them face-to-face, in real life.

You can also have private chats on "instant messaging". Instant messaging - sometimes shortened to IM - is a computer program that allows you to send messages that other users receive straight away. It is best only to do this with people you already know in real life.

If you get to a chatroom through instant messaging, remember to follow the same safety rules you would use if you were chatting anywhere else.

 

What about social networking sites?
Social networking sites are places where you can keep in touch with friends and let people know what you're up to. Popular ones include Facebook, Twitter and MySpace. You normally have to be at least 13 to register on them, and even then you often need your parents' permission. They can be dangerous though because you must be careful not to post personal information about yourself. Also, you must keep your password to yourself, or else people could write nasty things pretending to be you.

